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Job Description

Job Title:  Identity and Access Management Support Officer
Salary Range and Conditions: Grade 6 - £33,002- £37,694 Fixed Term Post until May 2028
Department/Division: Information System Services
Reports To:  Head of Portfolio & Project Management

About us: Our Information Systems Services team supports the institutions teaching, research and administration functions. From the IT Helpdesk providing IT support to staff and students, to IT support and AV equipment to Lecture Theatres and meeting rooms, cutting-edge learning labs, hybrid working capabilities. Network and IT Infrastructure across campus and beyond, ensuring the university is innovate and digitally mature. https://www.lancaster.ac.uk/iss/about-us/ 

Job Purpose
The Identity and Access Management Support Officer plays an important role in supporting the delivery of the University’s Identity and Access Management (IdAM) programme and related cyber security initiatives. The role focuses on coordinating the migration of University systems to modern authentication platforms, supporting secure access management practices, and facilitating effective engagement with stakeholders across the institution.

The role holder will work closely with technical specialists, system owners, and project teams to coordinate activities, communicate guidance, support planning and reporting, and ensure migration activities are delivered in a structured and organised manner while minimising disruption to services. 


Main Responsibilities

1. Act as a key point of contact for system owners and stakeholders, communicating guidance and supporting understanding of IdAM processes and migration activities.
2. Coordinate migration schedules in collaboration with technical teams and system owners, ensuring activities are appropriately planned and communicated.
3. Support the collection, organisation, and maintenance of information relating to systems, user access, authentication methods, and security controls to enable Identity and Access Management migration activities and support Cyber Essentials certification requirements.
4. Assist with the preparation of reports, tracking information, and documentation to support programme delivery and operational oversight.
5. Facilitate meetings, workshops, and awareness sessions with stakeholders to support engagement and promote understanding of IdAM changes.
6. Support operational IdAM activities such as gathering information, validating access information, and assisting technical teams with coordination tasks.
7. Work closely with the IT Security team and other ISS teams to ensure IdAM activities are aligned with defined processes, standards, and security requirements.
8. Build and maintain effective working relationships with stakeholders across the University to support successful adoption of IdAM changes.
9. Maintain accurate records of activities, decisions, and communications relating to IdAM migration and coordination activities.
10. Work independently within defined procedures, prioritising workload and ensuring activities are delivered effectively and professionally.
11. Maintaining high levels of professional conduct, including but not limited to, cooperative engagement in tasks set, the exercising of initiative to suggest through line mangers improvements to processes, and clear and professional styles of communication at all times.
12. Such duties appropriate to the grade as may be directed by the Chief Information Officer or nominated representative.

Values: In pursuit of our Vision and in keeping with our Purpose, we work to uphold our values:
· We respect each other by being open and fair and promoting diversity
· We build strong communities by working effectively together in a supportive way
· We create positive change by being ambitious in our learning, expertise and action.
The University is committed to fair, lawful and inclusive employment practices in accordance with the Equality Act 2010 and relevant professional standards. All staff are expected to conduct themselves professionally and respectfully at work and to contribute to a working environment that is free from unlawful discrimination, harassment or victimisation. 

This expectation relates to behaviour and professional practice and does not require staff to hold or express particular beliefs or viewpoints.
Find out what it's like to work at Lancaster University, including information on our wide range of employee benefits, support networks and our policies and facilities for a family-friendly workplace.
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